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Safeguarding data summary

Key considerations

A

Understand the data lifecycle and risks

- Acquisition, creation and classification

- Handling, storage and transmission

- Manipulation, conversion and release

- Backup, retention and destruction

Most frequent causes of breaches:

- Lack of monitoring of 3rd parties

- Lack inventory of storage and transmission of sensitive data
- Lack of awareness and training

- Inadequate information access management
- Impermissible use and disclosure

Changing technologies and behaviors

Data security trends we are observing

A

Companies are embracing cloud computing, which allows them to cut
costs and become more flexible and agile. 49% of 12,847 executives
polled said their organizations use

cloud services.!

Employees are using their personal smart phones, computers and
other mobile devices, often without the knowledge of security
departments. In one study, 95% of 2,820 workers polled said they use
at least one personal device for work.?

More employees are using social networking sites at work. In a survey
of 1,600 employees in the US, UK, Germany and Japan, 24% said they
visit the sites from corporate networks.3

A Increase in security spending driven by regulatory
compliance  (in particular, PCI and HIPAA/ARRA compliance)

A Cost of breaches exceeded $7.2 million per incident and $214
per record 4

A Identity Management hot topics such as automating user
provisioning, role based access control and access
recertification

A Increased security spending after a major transaction and/or
consolidation and/or large scale transformation efforts (for example,
ERP implementations)

A Increased use of insurance policies to protect organization from
theft or misuse of electronic data or customer records. 46% of 12,847
respondents used such policies.!

PwC

1 PwC, CIO magazine and CSO magazine, 2011 Global State of Information Security Survey, June 2010.
2 Unisys Consumerization of IT Benchmark Study, 2010.
3 Trend Micro, 2010 Corporate End User Study, July 2010.

4 Ponemon Institute, 2010 Annual Study: U.S. Cost of a Data Breach, March 2011.



Data privacy and protection elements

To To Do To

PwC

Communication plan
Standards of business conduct

Crisis management
Breach and incident response
Notice and disclosure

Forensic investigations

o To To To

Annual ethics programs

Accountability

Too To T o

Monitoring
and Auditing

Technical assessments
Data Loss Prevention (DLP)
Vendor assessments
Breach indicator assessments

Incident Response

Training & Awareness

Technical Security

A
A
A
A

Governance

Risk Assessment

Processes
and Procedures

Access, configuration & encryption
Patching & virus management
Web & mobile applications
Activity logging & monitoring

Too To To T I

Information management/MDM
Org structure & design
Departmental coordination
Vendor management

Policies

Data inventory/discovery
Data classification

Data mapping

Data lifecycle

To T o To

System development

Data processing & transfers
Sensitive access

Record retention & destruction
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Privacy & security initiatives i 2011 trends

PwC has seen a significant increase in the types of projects and initiatives organizations are undertaking given the
current regulatory and risk environment. Below are examples we have seen organizations across the globe focus
on to protect their data:

Governance

A Establishment of cross functional team with defined roles

A Implementation & management of a sustainable information security & privacy program
A Understanding of the regulatory/compliance requirements that apply to the business
Managing Sensitive Data T create step/process flow

A Data Inventory and flow

A Classification of data

A 3 party risk assessments (vendor, contractor, Business Associate assessments)
Regulatory Compliance

A Assessment, Define remediation alternatives, regulatory interpretation

A HIPAA-HITECH; PCI; Trust/Attestation services

A Incident Response

Security Risk Management

A Security controls and industry-based risk assessments

A Define, assess and recommend on key function security areas

A Diagnostic Assessments (OS/Application, Network, Web-based)

PwC 5



Leading data protection & privacy practices

Training and Awareness

A Development of comprehensive privacy/security training programs with defined elements, audience,
frequency, and sanctions

A Monitoring or tracking of training completion

Monitoring and Auditing

A Monitoring and periodic testing of defined controls

A Vendor or third party monitoring/compliance programs

Incident Response

A Defined incident response plan including roles and responsibilities
A Testing of response plan

A Inclusion of vendor or third party breaches into company plan

PwC



Leading data protection & privacy practices

Governance

A Establishment of cross functional team with defined roles

A Implementation & management of a sustainable information security & privacy program
A Understanding of the regulatory/compliance requirements that apply to the business
Risk Assessment

A Develop an initial and ongoing risk assessment process for HIPAA-HITECH

A Identification of sensitive data element inventory and classification of data

A Identification and risk assessment for vendors, third parties , and contractors
Privacy Processes & Technical Security Controls

A Risk-based control identification

A Defined control owners who are responsible for communication and maintenance

PwC



What is sensitive data

Sensitive data is data whose loss might lead to:

A Significant contractual or legal liability

A Serious

damage

Examples of sensitive data T Privacy view

Name and white pages information

A

to the organi zath

A Or legal, financial or business losses

Examples of sensitive data

I Business view

Business development

Research & development

A
A

A Active/Prior Negotiations

Competitive Analysis
Valuations

Compliance

A Basic & Technology Research Data
A Pre-Patent Information
A Product Safety/Testing Data

A SOX/HIPAA/Privacy Compliance A Financial Performance Data
A Trade Compliance/Export Control A Internal Audit Results
A Industry Compliance A Financing
A cCapital Allocations
A Pricing/Promotions/Chargebacks
A Budgeting/Forcasting
Legal Information Technology
A Current Litigation A Technology Architecture
A Legal Holds A Security/Access/Protection Data
A Employee A Administration/Operations
A Product Safety
A Patent Cases
A Contract Negotiations
A Business Development

PwC

Name and Initials in any combination

Home postal address

Home telephone number

Personal electronic mail address

Personal cellular, mobile or wireless number
Date of birth

Personally identifiable information

To o Jo Io Do Do Do Do

Social Security Number

US state-issued identification number

Mot her 6s mai den name
Driverds or operatorods
Passport number

Other government-issued identification numbers
Credit history

Criminal convictions

Health/Insurance related information

To Do o o o Do Do Do Do

Physical or psychological state of health

Disease state

Medical history

Medical treatment

Diagnosis by a health care professional
Rx/Prescription number

Health insurance identification or account number
Insurance claim history

Medicare or Medicaid Information

i cen:



Data governance roles & responsibilities

Sponsorship

Executive IT Sponsor

Executive Business Champion

Ensure that data is managed as an
enterprise asset.

Direction

Data Management Review Board

Provide leadership and oversight for the data governance
program. Resolves critical issues.

Management
and Execution

Responsible for day-to-day coordination of data governance
activities. Ensures appropriate approval, execution, and monitoring
over the data governance program. Interacts with the Data
Management Review Board to escalate critical issues. Maintains
the enterprise metadata repository.

Compliance and Change
Management Officers

Identify, evaluate, and manage change
requests. Enforces compliance and
reviews projects and initiatives. Ensure
only valid and approved changes

are implemented.

Enterprise Modeling and Metadata
Management Team

Perform impact analysis on proposed
to comply with enterprise data

standards. Maintain Enterprise
Information Architecture and ensure

changes. Coach delivery teams on how

to report.

metadata is captured from source

Cross LOB Data Management
Control Group

Maintain data certification program and
approve change requests. Act as a
liaison on cross-LOB issues and
operational compliance. Work closely
with the Enterprise Information
Governance Team to monitor overall
program success and performs

cost justification.

Application in
the Business

PwC

D el Data Architects Data Domain Experts
Developer

A

Work with Business
Requirements Analysts
to design and develop
programs for extraction,
transformation

and loading.

Develop and maintain
the logical and physical
data models for the
data warehouse
environment consistent
with the data
management policy.

The IT owner of the
applications and
systems that generate a
specific domain of data.
Supports data stewards
in understanding where
data resides in source
applications/

data warehouses.

\ 4

Business Analysts Reconciliation
S Analyst

Subject area owners
with a deep
understanding of LOB
business needs and
enterprise information
requirements. Ensure
discussions made
within their subject area
are rationalized,
communicated

and implemented.

Work with the business
to identify new data
requirements and
changes to existing data
warehouses. Work
closely with Data
Stewards to assess
project size

and impact.

Responsible for

and reconciliation
routines.

developing balancing



Enterprise Data Managementi Centralized Governance Model

Objective Typical Payer Data Stewards

Effectively manage multiple Executive Executive Business leads on Member,
constituents/data steward requests IT Business Group, Medical Claims, RX
against a certified enterprise Sponsor  Champion Claims, Provider, Care
information model Management, Benefits

Data Management
Review Board

Enterprise Information Governance Team

Data Domain Experts Data
‘ Stewards

Data Architects/Data Business Analysts (Users)/
Acquisition Developer Reconciliation Analyst

Technical Business

Operations and Applications

Data Owners

PwC
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Enterprise Data Management i Federated Governance Model

Executive .
Compliance &

Sponsors/ Security Officers

Business Heads y

Virtual Data
Council
(EDM Steering
Business Owners Committee)

Business SMEs
Data Consumers (Data Domain Data Producers
Experts)

Data Czar

Portal Mgt
BI/Reporting (Internet & Intranet)

Data Stewards Data Guardians Data Architects Specialists Team

Change Control &
Release Manager

- Infrastructure .
ETL Specialists Support Staff Service Desk

PwC
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Key Data Management Questions

Where is your Sensitive Data Located

A What systems or applications store, process or transact sensitive data
A Doyouhaveanup-to-d at e i nventory of where al/l of your organi .
What Controls Do You Have to Protect Your Data

A What access controls do you have for these systems

A How do you protect data when it is transmitted to other systems or organizations
Do You Share Sensitive Data with Outside Organizations

A What agreements (contracts or Business Associate Agreements) do you have in place to ensure that
organizations are protecting your data

| f you dondét know where your data iIs, how

PwC 12



Risk Assessment and management

Data Discovery
Perform initial data discovery
analysis across the organization

C_reate a Va"d‘fﬂed’ Classify the data by type and
single-source inventory business sensitivity
=1

of the organi z.
Remediation
Establish and execute
remediation plans

Inventory ’ Sensitivity & Classification

Prioritization for Containment
Based on the classification analysis,
prioritize the data for varying levels
of containment

PwC



I
Purpose of vendor management programs

A Gain a clear understanding of the risks presented by vendors
A Establish and execute a risk framework to use with selected vendors
A Execute initial vendor assessments on pilot vendors

A Minimize risk exposure of vendors by evaluating against specific security
requirements

A Quickly and effectively respond to compliance obligations and evaluate and
respond to risks posed by vendors

A Establish consistent and effective processes and methods for assessing vendors
and managing risk over time

PwC 14



'Vendor risk management program

Information Contracts Information Business Unit Business Compliance
Technology Management Security Stakeholders P

Privacy Continuity

Vendor Risk Assessment

Risk Prioritized Planning Process

A Determine risk factors

A Survey relationships

A Leverage internal stakeholder
knowledge

A Develop prioritized assessment
schedule

Site visit

A Meet third-party

A Review survey responses

A Physical walkthrough

A Contracts, policy, configuration
examination

Solution Delivery Foundation

Follow-up with
Internal
Customers

Physical Policy & Technical Third-Party
Security procedure configuration Sub-contract
Walkthrough Reviews validation Review

Reporting and

Risk-prioritized Third-Party
Ranking

selection approach Surveys

PwC 15



proven history

limited history

'Risk factoring process

Vendor
Profile

Service

Type
Info. Processing

Mature
processes,

Data Type

Established
processes,

PHI
Pl
PCI
SOX

Data movement

Data
storage/hosting

Limited
processes,
no/little

Outsourced
operations

Company
Confidential

history

Remediation and Control Enhancement
Remediation Management and Governance
Vendor Trending & Vendor Portfolio Management

Sensitivity

Vendor Risk Assessment

Location _

United States
Europe
Middle East

Asia

Type of
Assessment

Self

Remote

On-site

Frequency

of
Assessment

Quarterly
Semi-Annual

Annual

PwC
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Data classification process & execution steps

Database inventory (database name, server name, applications residing on database)
Application availability requirements

Business Continuity Planning/Disaster Recovery Time Objective requirements

Gather database data content information

Use information gathered to link database and application availability and criticality together
Verify completeness/accuracy of information and make updates to data inventory as needed
Identify and document operational activities that will align with categorization

Assess data for any alignments in categorization

Apply weighting to the gathered data (if weighting used)

Evaluate scoring results to determine if natural breaks in grouping occurs to appropriately assign
category ranges

Assign categorization level to all production databases
Record results in database inventory
Ensure operational activities are aligned with categorization

17



Sample data inventory

ey Process| Sub-process |IT Application|IT Application Type|IT Application Owner| Business Owner|Description |Classifications
Sales Financial 3.Met Zore business Rene Wright Jaco Coetzee Zlient's Confidentiality: Confidential
Meeds application - client portfolio of Integrity: Not completed
Analysis facing financial Legal/Retention: Not completed
products Storage: Not completed
Sales Financial S MNet Core business Rene Wright Jaco Coetzee Client's Confidentiality: Confidential
Meeds application - client Salary Integrity: Not completed
Analysis facing Legal/Retention: Hot completed
Storage: Not completed
Sales Commission | S.MNet Core business Fene Wright Jaco Coetzee Commission | Confidentiality:
application - back statements | Integrity. Hot completed
office Legal/Retention: Hot completed
Storage: Not completed
Sales Financial S.Met Core business Rene Wright Jaco Coetzee "Record of Confidentiality: Not completed
Meeds application - client Advice™ (ROA)| Integrity: Hot completed
Analysis facing FDOFs Legal/Retention: Completed
Storage: Not completed
Sales Financial S.Met Zore business Rene Wright Jaco Coetzee Entire S.Met | Confidentiality: Not completed
Meeds application - client environment | Integrity:
Analysis facing as awhole Legal/Retention: Not completed
Storage: Not completed
Sales Financial 3 MNet Core business Fene Wright Jaco Coetzee Client Confidentiality:
Meeds application - client personal Integrity: Hot completed
Analysis facing data (|0, Legal/Retention: Hot completed
Address, Storage: Not completed
Phone nrs.
etc.)
Sales Financial S.Met Core business Rene Wright Jaco Coetzee Tax info Confidentiality:
Meeds application - client (Santax) & Integrity: Not completed
Analysis facing Wills info Legal/Retention: Not completed
(SanCoute) |[Storage: Not completed

PwC
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Common data classification criteria

A common viewpoint of data classification considers data through five elements:

A Access and Authentication i Concerns itself with the ownership and access requirements of data.
Information such as ownership, business requirement, and business process are collected.

A Confidentiality i Concerns itself with the confidentiality of information and is in the domain of security.
Information such as ownership, confidentiality ratings, and security control requirements are collected.

A Imtegrityi Concerns itself with the impact of data quality issues as well as fraud related tampering of data.
Information such as ownership, vulnerability to fraud and wider IT control requirements (e.g. developer
access) are collected.

A Availability i Concerns itself with the impact of downtime. Information such as the impact of downtime
and recovery requirements are collected.

A Retentioni Concerns itself with the compliance against legal data retention requirements. Information such
as the type of data and relevant legal retention requirements are collected.

PwC 19



Sample sensitive data
Example 1

This model was beneficial for an organization attempting to implement a comprehensive governance process for

highest risk systems with detailed analysis at database layer.

Privacy Data (Primary weight)

A PHI(HIPAA)
A Pl
A Pcl

Legal Data (Primary weight)

A LegallLitigation Holds
A Integrity Agreements

Financial/Regulatory Data (Secondary weight)
A SOXISAS/ISSAE

A Statutory
A Regulatory

Financial/Internal Data (Tertiary weight)

A Outbound Payments
A ACH
A Bank Account/EFT Pmts

Sensitive Data (Tertiary weight)

A HR Information
A Customer Groups
A Accreditation (HITRUST, etc.)

PwC

Does the database contain the following
types of data?

Weights are assigned based upon the groupings and
specific types of data within each group

20



Scoring/Risk rating
Example 1

Weighting /scoring the databases allowed the client to engage all stakeholders in discussion to agree on deploying
limited resources.

Question Options Weight Additional information to indicate risk
Does the database contain sensitive data which is goverened by Number of users
financial, privacy, compliance, legal, or other regulations?

If yes, what type?

Does the database contain info that is relevant in a compliance/
legal/other matter? If yes, what area?

The db must have:

24-72 hrs ? Ability of database to be patched/upgraded due to age/stability
........................................................................................... OF APPIICALIONS | et
Otheré ? Server software version that DB resides on

Database is used as part of a process that sends or recieves data
to other data stores

The DB must be restored within:

ot her é

PwC 21



Sample sensitive data

Example 2

This model was used by an organization attempting to standardize IT controls based on attributes.

This approach is less flexible for aligning limited resources to most significant risks i but ensures consistency

across the organization.

Released marketing materials
Public relation information
Released financial info

Public web contents

To o Do Do

PwC

ToPe o> oo

Departmental Memos
Information located on email/
bulletin boards

Training Materials

Policies, Company Guidelines,
SOP's, Work Instructions
Phone Directories

Marketing or

Promotional information

To oo Do Do

™

Confidential

Employee Files and salary data
Invoices, Customer information,
Customer Transactions

Product Development Information
System Development information
Customer information used for
marketing purposes such as
‘cross-ssel |l ing@&l oi ng
Customer credit rating

To oo Do Do Do Do Do Do Do

Restricted

PINs and passwords
Encryption Keys

Network Diagrams

Fraud Detail Information
Mission Critical business data
Sensitive

Pre-Announcement data
Acquisition/Merger
Documentation

Legal Documents

Employee disciplinary actions
Certain aggregated data,
financial planning models,
corporate credit risk details

22



Top data elements
Example 2

Data Element Inventory by Application -- Top 25 Data Elements

The percent total reflect the percent of 121 systems and applications for which system owner responses indicated
such systems contained personal information. The arrows indicate data elements covered by HIPAA, US State
Security Breach Notice Laws and elements that are at higher risk of identity theft.

Sample lllustrative Results

First Name/Initial 85% |
Last Name 8307\
Middle Name/Initial 65%
Business postal address \

Home postal address
Home telephone number
Occupation/Title

Business telephone number
Date of birth

< Social Security Number s~ ——
Gender 29% ~

Age 26%
User Identification and/or Employee number as assigned by an employer 26%

Business electronic mail address 21%
Employer or taxpayer identification number 21%
The age or gender of children 21%

Marital status 21%

Rx/Prescription number 19%

Drugs, therapies, or medical products or equipment used 18%0\
Financial institution account number, credit or debit card number 18%§
Health insurance identification or account number 18%
Names of children 17% \
User employee account or other password 17%
Personal cellular, mobile or wireless number 17%
Address of children 16%

/

\ \ \ \ \ \ \ \
0% 10% 20% 30% 40% 50% 60% 70% 80% 90%

\ High Risk for Identity Theft
Security Breach & Disclosure
\ HIPAA

PwC



Standardized controls

Example 2
Components | pygLIC INTERMNALUSE COMNFIDENTIAL HIGHLY
RESTRICTED
Transmiszion Controls
Local and + Dospecial + Useaccess controls to | + Encryption + Encryption
Wide Area requirements litnit scope across the
Metworks fnetwork
Databaze + Tlze Acrcess + PPassword protection + BEncrypted by + Encrypted by
Controls to is sugpested database system database system
lirnit + TJze Access Controls
unauthorized to litnit unauthorized
11se use
E-mail + Dospecial + Dlospecial + BEncryption + DMinimize use
requiretnents requiretrients for
internial cotmnimn.
+ Information exchange
need approval for
external cotmnin.
Intermet + Dospecial + DMospecial + Information + Information
requirermnernts requirements for exchange need exchange need
internial cotnimn. approval from the approval from the
(Intranet) relevant division relevant division
Media + Dospecial + Transferin sealed & + Transferin sealed + Usetamper-proof
requirermnernts locked package. &rlocked package. evident packaging
+ Information will be + Information will
encrypted & signed. be encrypted &
signed.

PwC
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Sample sensitive data
Example 3

This approach identifies critical businessprocesses, regulatory requirements, and intellectual

property objectives

MFG >> ?llfjlglpr:y >> g:ltegs& >> g:rsvti'ce >

| Support Functions >

Business
Function/Business
Processes/Data

Confidentiality Rating

Public Standard
(Internal

Access)

Restricted
(Individual
Access)

Enhanced
(Dept.
Access)

Host of
Record/
Application(s)

Data Characteristics

Unstructured

Attributes

Pharmaceuticals & Life Sciences process framework
Operating processes

2 »{ 3 »(4)
Manage bids
& contracts

Develop vision
& strategy

Understand markets Develop products
& customers & new business

Perform order anufacture
management & logistics pkoduct

Management Processes Example: Manufacture Product
@ R Tl oub-process: Perform QA

Develop & manage infornation [BEIEN@]eJ[=Te sl Si(e]e (G RSE1{=4Y

N Scorecards
Manage financial resources

Perform marketing

@ Manage corporate services & faAGUUCIE N IINEUTIHN N I 5DV

Applications: SharePoint Portal

@ Manage regulatory & environ Information Owner: VP QA

Manage external relationships

@ Manage quality improvement & change management

Research and Development
Basic research results X Oracle Clinical Restricted to Study/Product Names:
Team Access xxx001; xxx002; xxx003
Research technology data X Oracle Clinical Restricted to
Team Access
Pre-clinical development data X
Clinical study results (Human) Oracle Clinical Restricted to PSG Screening Data; LOCF
X Team Access Average Data; Post Treatment
Visit Data
Registration records and Restricted to FDC Program Update; EU
submissions Team Access Regulatory Strategy;
X Formulation Options for
Program Acceleration; Plans
for Abuse Liability Studies;
Summary of FDA Responses
Pharmaco- AERSG-11 Restricted to Adverse events such as death
vigilance/safety/adverse event Team Access suicide, and hallucinations.
data
Complete Marketing
X Authorization Application
(MAA)
Global Safety Team (GST)
Meeting Minutes
R&D employee X HR Source Restricted to
training/development data Team Access

PwC
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Sample sensitive data
Example 3

& T W W

Deganization Categony Category Record Type Busmess Buggested Legal
r r RAetention | Business Fetenti-— Aetentio-
[~] [~ L (=] = |
Ganaral Costracts sad | HP Tochuology Gosbracts - Eracic Expiy phas 5 pesee Exgary e Spears
Agrocmests Daka Agrecmants Dwts || Take
&2
HR Cosbiycts und Gionsral Contractz nd | Talest Managoment Conbract s drem B Low Bk [T [l Expliy phuz 3 posae Expiry plee 3 poars
Agrecmoit Daky Agieomeits Dats with Frowide
B3
HF [T ] HF: Pagwoll Bnia Emplorin Stock Options High [ree——] Pl dram Bk Coalicyubial [l Fpsar Fyoarc
&4 Dats
R Favaas wad Adcoring | MR Pupil Omy | Eaghis Pock Paichuss Pha gk Eebaated Mg Bt Castidennnd [ Tyawis Tyews
5 Dats
HR Finiace sad Accoshing | MR PurclDats | Expenss Reperts Fab Esbantcd Fhediam Basic Conlidostinl aNOWH Tyeas Tyeurs
123 Dot
HR Fisance sbd Accosmting HE: Pagrold Dats Ganichasnts & Lywis High Esboated Blgdimm B Coalidgatial LI PCr Ty Tyars
ET Dists
HF; P yiaf ALCopnreng -IRM-J-IDMI' Hueng aheodid Toegedds Sroe v Hegh [ Pl rym D g igusrinl Trminytion plas 5 pewrs T pewts Tarmanition plys 5§ pewrs
Dats Rasords, Paid Froighs Bilg -
Relocstios Coples, Fbocation
Atharicsticnd, Trascmiteal
& DigeC bl il icch
HR Fincuncs sndl Accoenbing HP Pageoll Dt It crasbiconsd osageey High Esbanced Fdc dimm Bacic Coafidestial [Tl T paurs Fyoarsz
L] Datn Ctamgrin akion
L] L ] HR Py oll Doty Pugrodl Rageds Fegh Eskasind Pl fram Bage Codiduanyl LU0 Tl Tyawrs
Dsts
T
L] i bl ACCOwRIRG R Pageodll Don FeboeCitioes Eupabsdd Hegh Eskasied Pibadram [ Coalidestial [ Tty Tyears
Dats
7
HR P whaf Ao iruitue HR: Pugw ol Dot Twitiod Rutisbeat someinl Files gk Eabaseted Plediam Bace: Czadidestinl L0 Ty Tyenrs
Dats
T2
HR Gatid 3 P s whd Poboigs, Srndirds, | Dupanmisisl Poldis abd e h: Low [ Btgrasl LM T Lherd papetcidud Ihiml
Procederss Gaidslinge, Progoame | Proceduens
T sl Proecduros
HR Gatid W Polcis whd Pobdics, Srundirds, | Soowd Harussmest Pobiy Lot 2 [.T%3 Low B btgrayl LM T Ll apet cided Ul sapeariaded
Procaderss Gaidaliniz, Programe | Commmicuticar, Elgirouis
e Prodeodercs Commamicaticnz Policy
74 Ccmamama: Wicad
HR Famca Fupoatoer Oaky | Emplopii-Paiooasl | Enplopmint Applicytions, High Esbsngad Pl dram Bare; ol igusbial Tarminzhicn plag § pasne T Pl & pasre
Dts Bezemas, Supporting
i) Dicumchbition
HR Framia Rrganinr Dy | Emplopai-Palsonil | Englomaan Dby Figh Eskirered Pl dram B Cosdiduunial Turminstion phis & pasre T Pl S piws
T | Datn Warification
HF Fham Dy | Emplep Fostes -3, Empliospes High Esbasrted Pledinm Bacsie Ceafidestinl Termisation plas 5 pears Termanstion plas 5 pours
[ byt P, Lkt
Dapartmsst dudit Poccade,
Fisghs o ‘wiork Diocomentation,
Nyt sbizsticn Recseds, H-1B

M4 » ¥ [ Introduction -~ Classification Levels - Ratings Summary | Information Inventory - drop-down - Controls -~ Mapping - Information Gathering Questions - ¥J i
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IInformation Asset Classification and Accountability Standards

Information Security Policy

Information Asset
Classification and
Accountability

- Information Asset Classification

- Information Asset Classification

- Trade Secret Classification, Accountability and Protection
- IS Confidentiality Identity Guideline

- IS Confidential Information Guide Matrix

- IS Data Information Classification and Protection Standard

User Access
Management
Standard

Security Incident
Response
Standard

PwC

Destruction

Password and Procedure for

Credential Records and
Standard Other
Documents

Logging,

Monitoring and Access and

Incident Telecommuting

Response Control Standard
Standard

Third Parties
Standard

Information
Security and
Organizational
Infrastructure
Standard

Vendor
Assessment
Policy

Encryption and
Key
Management
Standard

27



|
Implementation Approach

Vlnformatlon Asset Classification and 6. Sustain

Accountability Standards As standards become embedded in agent

Develop policies, standards and procedures to - and vendor activities, continue to check-in
institutionalize and encourage compliance. with key stakeholders to improve

approaches and promote consistent
compliance for the future T driving culture
change. Review implementation process
and results to enhance other compliance
initiatives.

1. Mobilize
Establish oversight and
core teams, including day-

to-day point-of-contact.

Identify and engage the client = -
working group who will drive S5,
the enterprise

implementation of standards.

Project team will examine

how different groups utilize

information assets and which

existing controls already align

with standards. Leverage ISP

projects and company
knowledge to accelerate this

5. Monitor

Track compliance efforts
and report results to key
stakeholders; manage
issues proactively and
collaboratively. Solicit
feedback and observe
results to determine
programs effectiveness
for all applicable
stakeholders. Revise as
needed.

2. Analyze

4. Implement

analysis. 3. Prioritize Orchestrate campaigns to educate and
view to leverage process and technology process/technology changes with
enhancements as well as ongoing communication and training. Conduct
communication and training schedules. outreach with prioritized groups to promote

data security compliance.

PwC 28
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Service Organization
Control (SOC) Reports




Why Service Organization Control Reports (SOC)?

A Service organizations are |looking to address their oc
statement audits.

A Outsourcing data processing or services to a third party service provider does not release ownership and
responsibility for internal controls. SOC reports can provide assurance to customers that the service provider
IS ensuring system security, data confidentiality, integrity, and availability.

A New emerging technologies such as Security as a Service (SAAS), Cloud Computing, and privacy issues
arising from these technologies require a new method of assessing third party controls and risks.

A Rapidly evolving security and privacy legal environments require organizations to regularly assess the legal
and regulatory environments they are facing and adapt their security and privacy programs accordingly.
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Overview of SOC Reporting

Service Organization
Control report 1
(SOC 1)

SSAE 16 (SAS70)/ AT 801

Restricted Use
Report
(Type 1 or 2 report)

Purpose: Reports on controls

relevant to internal control over
financial reporting

*Note: Specific guidance is currently in development
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Service Organization
Control report 2
(SOC 2)

Generally a Restricted Use Report
(Type 1 or 2 report)

Purpose: Reports on controls
relevant to security, availability,
processing integrity,
confidentiality, or privacy

Service Organization
Control report 3
(SOC 3)

General Use
Report
(with a public seal)

Purpose: Reports on controls
relevant to security, availability,
processing integrity,
confidentiality, or privacy

Trust Services Principles & Criteria*



|
Comparison of SOC Reporting Options

_ SOC 1 Reports SOC 2 Reports SOC 3 Reports

Types of Controls likely to be relevantto  Controls over the security, Controls over the security,
controls user entities financial availability and processing availability and processing
addressed by statements mtegrlty c_Jf a system a_nd the mtegrlty c_)f a system, gnd the
confidentiality and privacy of confidentiality and privacy of
the report information processed by the information processed by the
system system
Standard SSAE No. 16 (SAS70), AT 101, Attestation Engagements AT 101, Attestation Engagements
under which Reporting on Controls at a
the Service Organization AICPA Guide, Reporting on Controls  AICPA Technical Practice Aid, Trust
at a Service Organization Relevant Services Principles, Criteria and
?ngagement AICPA Guide, Applying SSAE No.  t0 Security, Availability, Processing Illustrations
is performed 16 (sas70), Reporting on Integrity, Confidentiality or
and other Controls at a Service Privacy*
related Organization *
guidance
Content of Description of service Description of service An unaudited system description
report organi zationos organizati onds s usedtodelineate the boundaries
of the system
CPAOGs opinion o CPAOG6s opinion on
presentation of the description,  presentation of the description, CPAGs opinion on
suitability of design and in a suitability of design and in a type entity maintained effective
type 2 report, the operating 2 report, the operating controls over its system
effectiveness of controls effectiveness of controls
A type 2 report includes a A type 2 report includes a
description of description of t
controls and results controls and results

*Note: This guide is currently in development
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SOC 2 Overview

Subject matter of the engagement
A Controls at the service organization relevant to the Trust Services principles:

A Security - The system is protected against unauthorized access (both physical and
logical)
A Availability - The system is available for operation and use as committed or agreed

A Processing integrity - System processing is complete, accurate, timely, and
authorized

A Confidentiality - Information designated as confidential is protected as committed
or agreed

A Privacy - Personal information is collected, used, retained, disclosed, and disposed
of or anonymized in conformity with the
notice and with criteria set forth in Generally Accepted Privacy Principles (GAPP)

A A practitioner may report on one or more of the five Trust Services principles,
however all of the applicable Trust Services criteria for the principle(s) being reported
on should be i ncluded i n managementos des
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SOC 2 Overview

Purpose of the report

A To provide management of the service organization, user entities, and other specified
parties with information and a CPAOs opir
organization relevant to security, availability, processing integrity, confidentiality or
privacy

A The report does not cover controls relevant to user entities internal control over
financial reporting

A Users of the report may use it for the following purposes:
A Oversight of the service organization (e.g. vendor management program)
A Internal corporate governance, risk management and compliance processes
A Regulatory oversight
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SOC 2 Overview

Components of the report
A Each report will include the following:
A A description of the system

A A written assertion by management regarding the description of the system and the
suitability of the design and operating effectiveness of controls in meeting the
applicable Trust Services criteria

AA service auditoros opinion on the fairr
the service organizationods system, the s
meet the applicable Trust Services criteria, and, in a type 2 report, the operating
effectiveness of those controls=*

Aln a type 2 report, a description of the
results of the tests

* | f the report addresses the privacy principle, the serv

complied with the commitments in its statement of privacy practices
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SOC 2 Overview

Intended users
A Management of the service organization
A Existing user entities
A Regulators
A Those who have sufficient knowledge and understanding of:
A the nature of the service provided by the service organization

how the service organizationds system
organizations, and other parties

A
A internal control and its limitations
A

complementary user-entity controls and how they interact with related
controls at the service organization to meet the applicable Trust Services
criteria

the applicable Trust Services criteria

To o

the risks that may threaten the achievement of the applicable Trust Services
criteria and how controls address those risks
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